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Introduction to BiometricsIntroductionIntroduction toto BiometricsBiometrics
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Biometric system: Automatic pattern recognition system that makeBiometric system: Automatic pattern recognition system that makes s 
use of personal biometric traits to recognize individualsuse of personal biometric traits to recognize individuals

EnrollmentEnrollment
VerificationVerification (Authentication):(Authentication): 11--toto--1 matching1 matching
Identification: 1Identification: 1--toto--N N matchingsmatchings

Biometric systems
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BiometricBiometric verificationverification isis a a detectiondetection tasktask::

•• TypeType I ErrorI Error, , FalseFalse RejectionRejection (FR)(FR): a : a genuinegenuine useruser isis rejectedrejected

•• TypeType II ErrorII Error, , FalseFalse AcceptanceAcceptance (FA):(FA): anan impostor impostor isis acceptedaccepted

•• Casual Casual impostorsimpostors (no (no imitationsimitations, , randomrandom forgeriesforgeries))

•• Real Real impostorsimpostors ((imitationsimitations, , skilledskilled forgeriesforgeries) ) 

EqualEqual Error Error RateRate (EER)(EER): error : error raterate forfor thethe decisiondecision thresholdthreshold wherewhere FA=FRFA=FR

Verification errors
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ComparisonComparison ofof verificationverification systemssystems: ROC (: ROC (leftleft) ) andand DET (DET (rightright) curves) curves

Verification errors
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Biometric modalities
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AnyAny human human characteristiccharacteristic thatthat satifysatify thesethese requirementsrequirements::

ComparativeComparative marketmarket shareshare by by biometricbiometric modalitymodality

Biometric modalities
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Limitations of single biometric modalities

• Noise in the acquisition: due to
the sensors or to the acquisition
conditions

• Intra-user variability: due to the
interaction with the sensor, due to
the variability of the biometric

• Limited distinctiveness of the
biometric

• Limited universality: some users
may not be enrolled in the system

• Limited resilence to attacks: 
use of artificial biometrics (gummy
fingers)
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Limitations in fingerprint verification: FVC (1/6)

• Recent fingerprint technology evaluations:

Fingerprint Vendor Technology Evaluation (FpVTE2003)
• Organized by NIST

Fingerprint Verification Competitions (FVC2000, 2002, 2004)
• Organized by BioLab (University of Bologna), National Biometric Test 

Center (San Jose State Univ.) and PRIP Lab. (Michigan State Univ.)

We focus on Fingerprint Verification Competition 2004
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Development data: 10 fingers x 8 impressions x 4 sensors
Sequestered data: 100 fingers x 8 impressions x 4 sensors

Image quality is low to medium due to exaggerated plastic 
distortions, artificial dryness, wet fingers, …

DB1 DB2 DB3 DB4
Optical Optical Thermal         Synthetic

CrossMatch V300 DP UareU4000 Atmel FingerChip SFinGe v3.0

Limitations in fingerprint verification: FVC (2/6)
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FVC2000 (natural acquisition, 11 algorithms): 

• Winner 1.73% EER, average of first 5 systems 4.52% EER

FVC2002 (natural acquisition, 31 algorithms): 

• Winner 0.19% EER, average of first 5 systems 0.52% EER

FVC2004 (exaggerated distortion, 41 algorithms): 

• Winner 2.07% EER, average of first 5 systems 2.36% EER 

Limitations in fingerprint verification: FVC (3/6)
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Performance improves with the fusion of up to 7 systems.

Performance deteriorates when combining more than 10 systems.

The largest improvement is obtained for the fusion of 2-3 systems.

Limitations in fingerprint verification: FVC (4/6)
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Matching Strategy
Based on:

• Ridge correlation

• Minutiae Local

• Minutiae Global

Some interesting examples:

Limitations in fingerprint verification: FVC (5/6)
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Some changes with respect to previous editions: 

• DATA: Larger DBs, 150 fingers, 12 impressions per finger

• DATA: Most difficult fingers from a larger pool of fingers (NFIQ) extracted 
from BIOSEC DB

• PLANNED STUDIES: Interoperability, Quality

IMPORTANT DATES:
Participant registration deadline:  June 30, 2006
Development databases available online: July 1, 2006
Algorithm submission deadline: October 31, 2006
Expected publication of the results: January, 2007

For further information, please visit: http://bias.csr.unibo.it/fvc2006
or send an e-mail to: fvc2006@csr.unibo.it

Limitations in fingerprint verification: FVC (6/6)
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Multibiometric systems

• Various biometric evidences are combined in order to 
improve the performance (or other requirements) of the system

• When combining different biometric modalities (multimodal 
biometrics), the population coverage improves significantly

• The security improves significantly due to the difficulty to fool 
several evidences

…but the complexity and acceptability of the system may deteriorate
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Fusion scenarios
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Fusion levels
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System model and previous works
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The Thesis and Related ContributionsTheThe ThesisThesis andand RelatedRelated ContributionsContributions
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Motivations and main related works

• Performance drop of single biometrics under degraded Q 
(FVC campaigns [Cappelli et al., 2006]), which may affect the 
different modules of a multibiometric system in a different way 
[Jain and Ross, 2004]

Incorporating biometric Q in multibiometrics
[Bigun et al., 1997; Chatzis et al., 1999]

• Strong user-dependencies in the score distributions of some biometric
traits, such as voice (NIST SRE campaigns [Doddington et al., 1998]), 
or signature (SVC evaluation [Yeung et al., 2004]).

User-dependent fusion in multibiometrics
[Jain and Ross, 2002; Toh et al., 2004]
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The Thesis

The adaptation of the fusion functions at the score level in 
multimodal biometric authentication can report significant verification
performance improvements. Examples of input information for this
adaptation include a reduced number of scores from individual users
and signal quality measures of the input biometrics. This statement
also applies to other problems in multibiometrics such as multi-
algorithm fusion.

FUSION

QUALITY
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Research contributions

• Literature reviews: score fusion strategies; score normalization

• Theoretical frameworks: score normalization

• Novel methods: user-dependent score normalization; user-
dependent score fusion (Bayesian and SVM); quality-based score 
fusion (Bayesian and SVM)

• Biometric systems: improvement of the ATVS function-based 
signature system; new feature-based signature system (with J. 
Lopez); new ridge-based fingerprint matcher (with L.M. Muñoz)

• Biometric data: contribution to the acquisition and management of 
the MCYT bimodal database

• Experimental studies: score normalization in signature; multi-
algorithm signature, speaker and fingerprint; multimodal signature 
and fingerprint
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Adapted fusion schemes: user-dependent fusion

• Contribution: combined used of global and local information for 
training the user-dependent fusion functions. This is commonly done in 
speaker verification [Reynolds et al., 2000] but it is applied for the first 
time to multibiometric fusion. Existing user-dependent fusion 
approaches only consider local information 
[Jain and Ross, 2002; Toh et al., 2004]

GLOBAL: Set of training scores from a pool of users (genuine and impostor)
LOCAL: Set of training scores from the user at hand (genuine and impostor)

Bayesian and SVM user-dependent fusion algorithms
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Multilevel score:                  Fused score:

Fusion training set:

Global training set:

Local training set:
ML

ML MAP 
adaptation

Bayesian adaptation of the fusion functions
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Adapted fusion schemes: quality-based fusion

• Contribution: Although some existing theoretical frameworks for 
multibiometric fusion describe confidence measures [Bigun et al., 1997; 
Bengio et al., 2002], they were not related to the input biometric quality. 
This is the first experimental work on quality-based fusion

Combination, Bayesian and SVM quality-based fusion algorithms
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SVM SVM learninglearning::

SVMSVM--basedbased scorescore fusionfusion::
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MCYT Bimodal Biometric DatabaseMCYT MCYT BimodalBimodal BiometricBiometric DatabaseDatabase
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MCYT bimodal biometric database

• Acquired within the Spanish MCYT TIC00-1669 project

• Fingerprints and handwritten signatures

FINGERPRINTS:

- 330 donors x 10 fingers x 12 samples x 2 sensors
(optical and capacitive) = 79200 fingerprint images

- 3 levels of control
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MCYT bimodal biometric database: QMCYT 

QMCYT fingerprint subcorpus:

• 75 donors x 10 fingers x 12 impressions (optical sensor) = 9,000 images

• All images labeled manually according to the image quality [0,9]

Q=0 Q=3 Q=6 Q=9
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SIGNATURE:
• Acquisition procedure:

WACOM Intuos
pen tablet
Ink pen over paper 
templates on-line and 
off-line corpora
Restricted size guidelines

• Acquisition protocol:
330 subjects
25 genuine signatures  
(in groups of five) +     
25 skilled forgeries   
(from five impostors)             

16,500 signatures

MCYT bimodal biometric database: Signature
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MCYT bimodal biometric database: signature


