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Biometric systems

» Biometric system: Automatic pattern recognition system that makes
use of personal biometric traits to recognize individuals
» Enroliment
= Verification (Authentication): 1-to-1 matching
= |[dentification: 1-to-N matchings

l
| ENROLLMENT
Input Pre- Feature Enrolled
biometric ™| Processing Extraction Model
(a)
Identity claim
VERIFICATION
Input o[ Pres Fealure Score - DECISION Accepted or
biometric 1™ | Processing Extraction Normalization THRESHOLD Rejected
(b)
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Verification errors

= Biometric verification is a detection task:

* Type | Error, False Rejection (FR): a genuine user is rejected

* Type |l Error, False Acceptance (FA): an impostor is accepted

 Casual impostors (no imitations, random forgeries)

» Real impostors (imitations, skilled forgeries)

= Equal Error Rate (EER): error rate for the decision threshold where FA=FR
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Verification errors

» Comparison of verification systems:
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lometric modalities
= Any human characteristic that satify these requirements:
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» Comparative market share by biometric modality >+
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Limitations of single biometric modalities

Noise in the acquisition: due to
the sensors or to the acquisition
conditions

Intra-user variability: due to the
interaction with the sensor, due to
the variability of the biometric

Limited distinctiveness of the
biometric

Limited universality: some users
may not be enrolled in the system

Limited resilence to attacks: .
use of artificial biometrics (gummy “

fingers)
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Limitations in fingerprint verification: FVC (1/6)

e Recent fingerprint technology evaluations:

@ Fingerprint Vendor Technology Evaluation (FpVTE2003)
e Organized by NIST

@ Fingerprint Verification Competitions (FVC2000, 2002, 2004)

¢ Organized by BioLab (University of Bologna), National Biometric Test
Center (San Jose State Univ.) and PRIP Lab. (Michigan State Univ.)

We focus on Fingerprint Verification Competition 2004




Limitations in fingerprin

t verification: FVC (2/6

@ Development data: 10 fingers x 8 impressions x 4 sensors
@ Sequestered data: 100 fingers x 8 impressions X 4 sensors

@ Image quality is low to medium due to exaggerated plastic
distortions, artificial dryness, wet fingers, ...
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CrossMatch V300 DP UareU4000 Atmel FingerChip  SFinGe v3.0
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Limitations in fingerprint verification: FVC (3/6)

W@ FVC2000 (natural acquisition, 11 algorithms):

e Winner 1.73% EER, average of first 5 systems 4.52% EER

W FVC2002 (natural acquisition, 31 algorithms):

e Winner 0.19% EER, average of first 5 systems 0.52% EER

W FVC2004 (exaggerated distortion, 41 algorithms):

e Winner 2.07% EER, average of first 5 systems 2.36% EER
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Limitations in fingerprint verification: FVC (4/6)
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@ Performance improves with the fusion of up to 7 systems.
W Performance deteriorates when combining more than 10 systems.

@ The largest improvement is obtained for the fusion of 2-3 systeml%./%

Limitations in fingerprint verification: FVC (5/6)

@ Some interesting examples:
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Limitations in fingerprint verification: FVC (6/6)

F C 2006 - V. i MICHIGAN STATE

Fingerprint VerificationiCompetition PO mes ) e |

- y
SIATV/S
— v

UNIVER: AUTOROMA
[UE MALRID ]

@ Some changes with respect to previous editions:
e DATA: Larger DBs, 150 fingers, 12 impressions per finger

e DATA: Most difficult fingers from a larger pool of fingers (NFIQ) extracted
from BIOSEC DB

e PLANNED STUDIES: Interoperabili

IMPORTANT DATES:

Participant registration deadline: June 30, 2006
Development databases available online:  July 1, 2006
Algorithm submission deadline: October 31, 2006
Expected publication of the results: January, 2007

For further information, please visit: http://bias.csr.unibo.it/fvc2006

or send an e-mail to: fvc2006@csr.unibo.it
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Multibiometric systems

Various biometric evidences are combined in order to
improve the performance (or other requirements) of the system

When combining different biometric modalities (multimodal
biometrics), the population coverage improves significantly

The security improves significantly due to the difficulty to fool
several evidences

...but the complexity and acceptability of the system may deteriorate
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Fusion scenario

Capacitive and optical
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Multibiometrics
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Fusion levels

Sensor Level
Fusion

Right eye

Feature Level
Fusion

PLTLS ST

¥ Knah
__'- '->-'as e 3
Wy us |- |uac|4|uat:h|4 | Fus [4iris codes
fre] ) e

el
o4’ ‘5&

| Match || Match || Match |
-Il -l

Fy

Left eye

275
Decision Levgl

Fusion

score Le'.rel

N - .

18/85




System model and previous works

Identity claim

Multimadal
biometric signal

ke SYSTEM 1
(e.g. Fingerprint
Recognition)

Enrolled II
Models

> Pre- Feature . Score N
> Processing Extraction Normalization X
I
: i '
SYSTEM M

FUSION FUNCTION
y=41x)

Y DECISION
THRESHOLD

Accepted or
Rejected

I;SEDS; ?‘Iri]t?ltjll"'lrle .»’\ulhcnlicalicc;):;l;i:ﬁ: ;: II, .. ‘:}
< > Prcséi_sing Eif;tgt:‘gn :L'_l Users: &
Work Modalities M | Arch. | Level Gain
Brunelli and Falavigna [1995] Speaker, face 5 P C ID:17—2 (TE)
Duc et al. [1997] Speaker, face 2 P C VER:6.7—0.5 (TE)
Kittler et al. [1998] Speaker, face 3 P @ VER:1.4—0.7 (EER)
Hong and Jain [1998] Face, fingerprint 2 S R/C | ID:6.9—4.5 (FR@O0.1%FA)
Jain et al. [1999b] Speaker, face, finger | 3 P C VER:15—3 (FR@0.1%FA)
Ben-Yacoub et al. [1999] Speaker, face 3 P C VER:4—0.5 (EER)
Choudhury et al. [1999] Speaker, face 3 r @ ID:16.5—6.5 (TE)
Chatzis et al. [1999] Speaker, face 4 P C ID:6.7—1.07 (TE)
Verlinde et al. [2000] Speaker, face 3 r C VER:3.7—0.1 (TE)
Ross and Jain [2003] Face, finger, hand 3 P C VER:16—2 (FR@0.1%FA)
Kumar and Zhang [2003] Face, palmprint 2 P C VER:3.6—0.8 (EER)
Wang et al. [2004] Speaker, finger 2 r C VER:2—0.7 (EER)
Poh and Bengio [2006] Speaker, face 8 P C VER:2.2—0.7 (TE)
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Motivations and main related works

Performance drop of single biometrics under degraded Q

(FVC campaigns [Cappelli et al., 2006]), which may affect the
different modules of a multibiometric system in a different way
[Jain and Ross, 2004]

- Incorporating biometric Q in multibiometrics
[Bigun et al., 1997; Chatzis et al., 1999]

Strong user-dependencies in the score distributions of some biometric
traits, such as voice (NIST SRE campaigns [Doddington et al., 1998]),
or signature (SVC evaluation [Yeung et al., 2004]).
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- User-dependent fusion in multibiometrics
[Jain and Ross, 2002; Toh et al., 2004]
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The Thesis

The adaptation of the fusion functions at the score level in
multimodal biometric authentication can report significant verification
performance improvements. Examples of input information for this
adaptation include a reduced number of scores from individual users
and signal quality measures of the input biometrics. This statement
also applies to other problems in multibiometrics such as multi-
algorithm fusion.

e i
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T
QUALITY
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Research contributions

e Literature reviews: score fusion strategies; score normalization

e Theoretical frameworks: score normalization

¢ Novel methods: user-dependent score normalization; user-

dependent score fusion (Bayesian and SVM); quality-based score

fusion (Bayesian and SVM)

e Biometric systems: improvement of the ATVS function-based
signature system; new feature-based signature system (with J.
Lopez); new ridge-based fingerprint matcher (with L.M. Mufioz)

e Biometric data: contribution to the acquisition and management of

the MCYT bimodal database

e Experimental studies: score normalization in signature; multi-

algorithm signature, speaker and fingerprint; multimodal signature

and fingerprint
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Adapted fusion schemes: user-dependent fusion

;
SYSTEM 1 —
(e.q. Fingerprint Enrallad II I
Recognition) Madaks " _
Identity claim = Faat % CLANED UR
re- aature S ore
Multimodal | Processing | *| Extraction P@m"my . PS&R?

biometric signal | T

Pre-
Processing

Feature ) Score >
Extraction * Mormalization

-

e Contribution: combined used of global and local information for

TRAINING DATA

SYSTEM R ——
.. Si tu Enrolled II
[%gcolg%ri‘gonrje r.n'll.lorndels FUSION FUNCTION DECISION
(Claimed User) THRESHOLD

Accepted or
Rejected

training the user-dependent fusion functions. This is commonly done in
speaker verification [Reynolds et al., 2000] but it is applied for the first

time to multibiometric fusion. Existing user-dependent fusion
approaches only consider local information
[Jain and Ross, 2002; Toh et al., 2004]

GLOBAL: Set of training scores from a pool of users (genuine and impostor)
LOCAL.: Set of training scores from the user at hand (genuine and impostor)

- Bayesian and SVM user-dependent fusion algorithms
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Bayesian adaptation of the fusion functions

Multilevel score: Fused score:

x = [z1,..., 2Rl st = f(x7) = 109 p(x7|w1) — l0g p(x7|wo)
Fusion training set:

X = (xi, v)N p(x|wo) = N (x|uo, o3)

y; € {wo, w1} = {Impostor, Client} p(x|w1) = N(x|u1,0%)

Global training set:
)<f3 ML {ﬁLChou(T%LO}' {ﬁLCL11(7%L1}
Local training set:

—_— 2 2
X5 LML {“j-.L1O=O'j,L=O} {“j-.L11=O'j,L31} MAP
adaptation

HiAk = OkHGLK I (12_ ARG,k , . ,
oiak = ok(og e p) + (1 —a)(oG, + 15 ) — #5ak

25/85
Adapted fusion schemes: guality-based fusion
SYSTEM 1 I
— g Frgorint Tene ]
2im
Pre- Feats . Sc
Multimodal |—'}| Processing || Extracton F@W *T
biometric signal | I
| SYSTEMR - :
! ——1 4
(e.g. Signature Enrolled I
\_‘ Recognition) J—( FUSION FUNCTION ’-’| TEEE'SS,_"%ED
Pre- Feat Sc
k |Proc;sing Ex?racl:ltlzn "'
Modality 1
Modality R

Contribution: Although some existing theoretical frameworks for
multibiometric fusion describe confidence measures [Bigun et al., 1997;
Bengio et al., 2002], they were not related to the input biometric quality.
This is the first experimental work on quality-based fusion

- Combination, Bayesian and SVM quality-based fusion algorithms
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Quality-based adaptation of the fusion functions

R il
SVM learning: ¢ =c| = i
1 2 N anax
i [ SwIPe s
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& >0, i =1,...

SVM-based score fusion:
5= F0) = (W, D(x,)),, +W,
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=
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MCYT Bimodal Biometric Database l
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MCYT bimodal biometric database

e Acquired within the Spanish MCYT TIC00-1669 project
e Fingerprints and handwritten signatures
FINGERPRINTS:

- 330 donors x 10 fingers x 12 samples x 2 sensors
(optical and capacitive) = 79200 fingerprint images
- 3 levels of control
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MCYT bimodal biometric database: QMCYT

QMCYT fingerprint subcorpus:
e 75 donors x 10 fingers x 12 impressions (optical sensor) = 9,000 images
e All images labeled manually according to the image quality [0,9]

30/85




MCYT bimodal biometric database: Signature

SIGNATURE: e
e Acquisition procedure: - jfﬁ“{k
@ WACOM Intuos Aﬁ:r‘
pen tablet ; !ii
@ Ink pen over paper - . pilis
templates - on-line and g [Ame
off-line corpora itl;:(%,r_
@ Restricted size guidelines mongens [ ADO | sk
e Acquisition protocol: :;;J ‘i;
@ 330 subjects Al Kifee

@ 25 genuine signatures
(in groups of five) +
25 skilled forgeries |
(from five impostors) v
- 16,500 signatures

oL/ d5

MCYT bimodal biometric database: signature
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